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Practica de Evaluacion 9 — SSH
Fecha: 30 de noviembre de 2023
Resultados de aprendizaje y Criterios de evaluacién que se evallan: RA3: e, f, g

éQué es SSH?

SSH o Secure Shell, es un protocolo de administraciéon remota que le permite a los
usuarios controlar y modificar sus servidores remotos a través de Internet a través de
un mecanismo de autenticacion.

Proporciona un mecanismo para autenticar un usuario remoto, transferir entradas
desde el cliente al host y retransmitir la salida de vuelta al cliente. El servicio se cred
como un reemplazo seguro para el Telnet sin cifrar y utiliza técnicas criptograficas para
garantizar que todas las comunicaciones hacia y desde el servidor remoto sucedan de
manera encriptada.

Mas informacion
https://www.hostinger.es/tutoriales/que-es-ssh#éQue_es_SSH
Los mejores clientes SSH para Windows (Putty)

https://www.redeszone.net/tutoriales/servidores/mejores-clientes-ssh-windows/

Descripcion de la actividad

Realiza un documento en .pdf donde expliques paso a paso como has realizado la
comunicacion via SSH con el servidor,. El documento debe tener capturas de pantalla
de cada uno de los pasos a realizar y debera incluir todos los puntos que se piden. NO
REALICES LA PRACTICA A LA PRISA Y CON POCA JUSTIFICACION O INFORMACION, cada
falta o error de la practica quita -0,5. La puntuacion total de la practica es de 10.

1. Crea dos maquinas con UBUNTU. Una de ellas hara de Servidor SSH y otra de cliente

. . . .
2. Establece las tarjetas de red de las maquinas como Bridge.
@) Ubuntu server SSH - Configuracién — ]
& Ubuntu cli SSH - Configuracié - (u]
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E General Red
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(I Fartaie Habiltar adaptador de red
Conectado a: | Adaptader puente v @ Almacen: nto Somectada o |Adepindo puente =
@ Almacenamiento Nombre: | Intel(R) Wi-Fi 6 AX201 160MHz ~
Nombre: | Intel(R) Wi-Fi 6 AX201 160MHz ~ (D:l Audio
(DJ Audio b Avanzado
B Avanzado @ -
ﬂ Red
5 Puertos serie
@ Puertos serie
& usa
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Aceptar Cancelar Ayuda Aceptar Cancelar Ayuda
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3. Deberds configurar la tarjeta de red de la maquina servidora del servicio SSH con
una IP FUJA.

Network

Network
Wired
Bl Bluetooth
Connected - 1000 Mb/s .
C3 Background
# - |
Cancel Wired
&) Appearance
Details Identity IPv4 IPvE Security -
LU Notifications
Q. search IPv4 Method Automatic (DHCP) Link-Local Only I:
© manual Disable
= Multitasking Shared to other computers
oL R Addresses
& Privacy
192.168.1.72 255.255.255.0 192.168.1.1 0]
< oOnline Accounts
=, Sharing
4 DNS Automatic()
1 sound
192.168.1.1
® Power

4. Realiza las instalaciones y configuraciones SSH en cada uno de los UBUNTU.
SERVER:

Primero instalares ssh en la maquina servidor.

:-5 sudo apt install openssh-server
[sudo] password for diego304:
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

openssh-server is already the newest version (1:8.9p1-3ubuntuf.4).
® upgraded, ® newly installed, @& to remove and 95 not upgraded.
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Comprobamos que el estado del servicio funciona correctamente

Loaded:
Active:
Docs:

Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

63 02:38:
03 02:38:
63 02:38:
03 02:38:

. N I ’

S sudo service sshd status

ssh.service - OpenBSD Secure Shell server

loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: e!
since Sun 2023-12-03 02:38:39 WET; 3min 395 ago

man:sshd(8)

man:sshd config(s)

686 ExecStartPre=/fusrfsbinfsshd -t (code=exited, status=0/SUCCESS)
701 (sshd)

1 (limit: 4599)

3.7TM

19ms

Jsystem.slicefssh.service

L7081 "sshd: Jusrfsbinfsshd -D [listener] 8 of 10-100 startups"

39 diego systemd[1]: Starting OpenBSD Secure Shell server...
39 diego sshd[701]: Server listening on ©0.0.0.0 port 22.

39 diego sshd[701] erver listening on :: port 22.

39 diego systemd[1]: Started OpenBSD Secure Shell server.

lines 1-17/17 (FENDY

Ahora configuraremos en el archivo “sshd_config” el apartado PERMITROOTLOGIN
poniéndolo en yes para que permita hacer login a los usuarios root.

M~

GNU nano 6.2 etc/ssh/sshd config *

PermitRootLogin yesl

diego304@diego: ~ Q ul

WY Write Oout @U Where Is Wil Execute We Location
Wil Read File @Y Replace : i Wi Go To Line

Y también ponemos el yes en el apartado para que nos pida autorizaciéon con
contrasefia al loguearnos.

o diego304@diego: ~ Y = D ©

GNU nano 6.2 etc/ssh/sshd_config *

PasswordAuthentication yes

KbdInteractiveAuthentication no

@ Help Y write out @ Where Is [@§ Cut ol Execute @l¥ Location
Wy Exit il Read File @ Replace MY Paste a8 Justify Wil Go To Line



Administracion de Sistemas informaticos en Red
Seguridad y Alta Disponibilidad

I£S
José Maria Pérez Pulido

Instituto de Ensefianza Secundaria

También crearemos un par de claves para nuestra maquina servidor para poder

diferenciar las claves de cliente y servidor como veremos mas adelante.

g $ ssh-keygen
Generating publlc}prlvatc rsa key pair.
Enter file in which to save the key (/home/diego304/.sshfid_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/diego304/.ssh/id_rsa
Your public key has been saved in /home/diego304/.sshfid rsa.pub
The key fingerprint is:
SHAZ256: 5xm4JeDKHRAN4RpprUs2ZpTNAAD75Gbzrlpyy9TLnT8 diego304@diego
The key's randomart image is:
+---[RSA 3072]----+
| 00+ 0. |
=@

o & *

. 0B @
oo *

|
|
|
|
|
|
|
|
+

t id_rsa.pub

ssh-rsa AA E}NIa(ly:“EAAAADMQABA\MMBQQDQDJVSBIdEyPZPHQ(ufvuzthLmMSCEUS]ddm*gEItPT\ne 169k 3HGaqICC2WMiXrKFPCEGBg1+wweShLbZBEMGAZrOLh4LuI2aGRryr t3aHe +OMELINV/xUpBNGtvSpPIINC1pFCVHAIFLOY2 1Y/ ILroOVBbZVAVSY
7Quzk600bD28YUd1aaGMzxKLcoXNCV/ZXDQUUIPICDZGHLGHNGSACCIMOCU7WK JnPu7BP7! CW9ILSUCHVGGCWa3digsSeBWCI TFBUFLHUVQVGLp//7YMaDCtXTVFOFQrO7YHCHCPVNAXhWHHSZNSREMTACUE /oKkRARPXEDOLZGA78aYd I35 LNt GSGUEPN2aSC2ST

bSbHKDBNU2NBF/6ZvdITvbny +KSWSUSIRHVHDEEDT J NnFds +QUBLLEDDWSDGLIFEVSSETaTHy 1+86 INYANp T 2W/X3NnXhthZVXB 1 1Pnk2SF+ t3HLH1XZ 1h8YBTKLAGHTOhQOpVXIvumGE= diego3edgdiego
$ cat id_rsa
EGIN OPENSSH PRIVATE KEY-
D38TbnNzaC1rZXktd JEAAAAABGSVbNUARAAEDNSUZQAAAAARAAABAARB LWARAAZC2G tcn
NhAAAAAWEAAQAAAYEAGKCVbDTHQCZNjZUArN8 ] tovVy9T]0QgdgE03eDtc/RCLTO1YutoU
ZNxxnquQgt1jTsayhTwhKVINFSHHUYS28WRDKUGaz14eC709mhka8q7d2LnvtDBILVr /8
b7KTySDXNaX3L1gHX5dGNo2P4y6/VQHS1QFbPeOMGZ0jqGuS / GFHYmh JMBSPXKF
ZXFf88QOFFCTyHA2e1pajDar AANCONHFO1pI 5247 unT+W14reSwsPSZULHFrXunMGt3YoL
EngcAcOXfLnyx1Far41qf /+2DHHg3LVO1XzhUKZU2FDAQUTENYCF LUCSVERDEWArNVECH
EXUTBRG6C2ag0/GnHSN7IZ7Rkhr hKTdnknNkk2 +W1pAWZr t JQRF+mb3sU725sviuvrLkny
bPKFASYXGWBEQ+ONX3RFUKhE2N150/VOLTHIP6X91v192Z14YOHVVMY9
T55MOhfrdxyx9cWdYfGAeS5IQIBBITUKKVVYL7SOhAAAFLDGG768Xhu+VAAAAB3NZAC1yC2
EAAAGBANCGLWWAhOHGTYB1AKS /17aFVCVU4ZKIHYBKN3Q7XPOQLOSNHLraL r2TccZqroll
GSOUBISryDX7DB7MEtVMEQYrhms4uHgu6PZoZGvKu3dpZ77QusIla//Fskabq2+yks
kg1zWL9y9YB1+XRjaN]+Muv1UFVNUBWZ3tDBNT06hsPPXhR2IpoYZPEQUYhC1xX/PENBRQ
KBhWNNPaWOW2qWAIWgZRXT taS0C+07SE/sNeK3ucLDBnV IRxaBbpzBrd2KCx JAHAKNMXyS
w:dawmcnn//tgnonyxduvu\ru7tmwmux]cHsLbnob(soxvmswgonns/Epugm
0Dvxpho jeyWeoZIadsk3zpIzZINv] taQMGa7YeEX/pn9el09ubLarlay5I2EdVYNAQOKOT
2cv2; BQE<stPBquJN(JRV]IFHp?bKick]\ael/ 9fc2deGKFLVCGPU+ETNIX63CC
SFXFNHHXGHUSUCAPSFC11VC1+7D0QAARAMBAAEAAAGADGRTLANNE T ta7POSCGF ZMDP /+
argsqrkPOQ6gHrN200g601hqaXCxtpoz9az+C8P6VtyLNIXE1XzbsQunisxbXCHgqiqhL
TDHbARXTBPK91dMDA7UFUB1UNGWKGPEGOFav /M7m92vOX7gqGSZYFMINPUKMVCS6xJa/n5
6ROLPNWIO7w/UvWN+n3ZMaoHO/ Lt6CHnePCo0SaNHEDOBRR LY SrYd1+PXYQDC62v/YrU2
XoTbDHB2fwYwk1GNodsHhnu uauamezsmsmauuuwemvzrwssqwznmeubzssc»«qd,
MUEDIR4FDLJKptZKs3MaazvAbINZr 9KCT3h6VSeZuvzsksRILPGahIhAL2xhEPIK2g
oK X1m30ba1PviQ07dokuGnS1165p09pK LDUR +RGhOCEa0T T/ X0 /8PD
LrBvkT2ethOFSH3CS FXWgbMCNDVP1EWYUQLIOPG 17+dQUXWS YMWXYGBBOSF / FaRURAAAA
KnSnjgoQ93fKK+zPMOYLK613zgnC2YKNbynNFSTbnE3pc4avzsrve72b
1kn8aloarhPUILEULCNYFrj8+q2N27nLbAAVMAtpyub+701JA1CQUETD
p1/WIhsmWZZOHUGKCBgETN3AF F12MnfgnegTnI19PDAYZUNI/42yDQX2DUNNh4GZgnGHL
rLR2A+Lrjr04YzZ3FY8/DknLYQ/18/M5sD/Q41pqEACSUTVQAARDBANX0S / mU3g7fDND
84GFOCR/BhEUFB/KVOLJFgNZAV28 tHRUDb+rU7INQN/SP1rrLo9ds5zeKe
QES7EtJ1ML12ArXORCO466HHYDYHOZW+bOVZp8bmbuPcef TLkOBIZVVIGGVGoFKybkwooP
YGLIXUZXTC7HIWgoYS9KUSt/v7xp11kZFZsSvijpKHbUTDBYUXTgeCN17+NOES tXZANAZT
NbuYWf75FaGKANGOY/rYainIBQAAAMEA+a2DZMUZNWOEL thOF2ZP56CHZSVLVKay
+nkX7NgRUKtayuV1G1ki 1q9KWGpFuzqre72ce/ZsA27kHTB7c5hBDCgayoafi
K9YHDCr 7R7V/GdZq5YXXbavu7rgUaBsr53Tn3f j¥Q659XLI52rATsuC1IFKLGTHM/+od2
UGUrRSASND6IF8WhIT0IrXCLW10h6k/LPC1WogaLqpx+XVzXYfxQelnefwe 56 THOREOSXL
ebRQEDYAT+HKSXARRADIRZHVINZAGQRPZHAVAQIDS
ND OPENSSH PRIVATE KEY.
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CLIENTE:

En nuestra maquina cliente instalaremos la versidn cliente de ssh

:~% sudo apt-get install openssh-client
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
openssh-client is already the newest version (1:8.9p1-3ubuntu@.4).

openssh-client set to manually installed.
The following packages were automatically installed and are no longer required:
ncurses-term openssh-sftp-server ssh-import-id
Use 'sudo apt autoremove' to remove them.
® upgraded, @ newlylinstalled, @ to remove and 95 not upgraded.
~S

=

Y comprobamos que ambas maquinas tengan conexién entre ellas

:-S ping 192.168.1.72
PING 192.168.1.72 (192.168.1.72) 56(84) bytes of data.
64 bytes from 192.168.1.72: icmp_seq=1 ttl=64 .025
64 bytes from 192.168.1.72: icmp_se ttl=64 ti .043
64 bytes from 192.168.1.72: icmp_seq=3 ttl=64 time=0.039
64 bytes from 192.168.1.72: icmp_seq=4 ttl=64 time=0.039
64 bytes from 192.168.1.72: icmp_seq=5 ttl=64 time=0.0835
64 bytes from 192.168.1.72: icmp_seq=6 ttl=64 ti .058
64 bytes from 192.168.1.72: icmp_seq=7 ttl=64 time=0.0859
64 bytes from 192.168.1.72: icmp_seq=8 ttl=64 time=0.025
64 bytes from 192.168.1.72: { _SE ttl=64 time=0.058
64 bytes from 192.168.1.72: i _SE 10 ttl=64 time=0.045
64 bytes from 192.168.1.72: i _SE 11 ttl=64 time=0.052
64 bytes from 192.168.1.72: i _SE€ 12 ttl=64 time=0.038
64 bytes from 192.168.1.72: icmp_seq=13 ttl=64 time=0.055
64 bytes from 192.168.1.72: icmp_seq=14 ttl=64 time=0.052
64 bytes from 192.168.1.72: icmp_seq=15 ttl=64 time=0.053
64 bytes from 192.168.1.72: icmp_seq=16 ttl=64 time=0.042
P.c
--- 192.168.1.72 ping statistics ---
16 packets transmitted, 16 received, 8% packet loss, time 15360ms
rtt min}avg}max}mdei = 0.025/0.044/0.059/0.010 ms

35

el i e e e
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5. La mdquina que hara de server tendrd dos usuarios, "homer" que serd el usuario
administrador y otro que serd "peter" que tendra simples privilegios de usuario. Desde
la maquina cliente lo que haremos sera manejar la maquina server de manera
remota...Esto lo haremos en el punto 6 y 7 con dos de las maneras de autenticarse en
SSH.

Creamos el usuario homer

:-5 sudo adduser homer

Adding user “homer' ...
Adding new group "homer' (1003) ...
Adding new user “homer' (1003) with group “homer' ...
Creating home directory °~/fhome/homer' ...
Copying files from ~Jetc/skel' ...
New password:
BAD PASSWORD: The password fails the dictionary check - it is based on a diction
ary word
Retype new password:
passwd: password updated successfully
Changing the user information for homer
Enter the new value, or press ENTER for the default

Full Name []:

Room Mumber []:

Work Phone []:

Home Phone []:

Other []:
Is the information correct? [Y/n] Y

-4

o

Y le damos privilegios de administrador

udo usermod -aG sudo homer

s
Haremos lo mismo con el usuario peter pero a este no le daremos estos permisos.

:-S sudo adduser peter
Adding user “peter’
Adding new group “peter' (1084) ...
Adding new user “peter' (1004) with group “peter’
Creating home directory " /home/peter' ...
Copying files from “/Jetc/skel' ...
New password:
BAD PASSWORD: The password fails the dictionary check - it is based on a diction
ary word
Retype new password:
passwd: password updated successfully
Changing the user information for peter
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] ¥
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6. Realiza las configuraciones pertinentes para que desde tu mdaquina cliente puedas
conectarte con los usuarios root, homer y peter al servidor ssh usando Unicamente
como control de acceso un

En primera instancia para que nos deje loguear con sudo deberemos restablecer la
contrasefia ya que si no nos dara un fallo al tratar de entrar

S sudo usermod -aG sudo root
% sudo passwd root

New password:
BAD PASSWORD: The password fails the dictionary check - it is based on a diction
ary word
Retype new password:
passwd: password updated successfully
B

Ya desde el cliente después de las configuraciones dichas anteriormente ejecutamos el
comando “ssh usuario@IP_SERVIDOR” para iniciar sesidn poniendo la contrasefia que
en nuestro caso es “qwerty1234”.

:~$ ssh root@192.168.1.73
The authenticity of host '192.168.1.73 (192.168.1.73)' can't be established.
ED25519 key fingerprint is SHA256:Cfqf+rc07613hc1G73hIA+MICaeDQhKDZAL7BTLEdGW.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.73' (ED25519) to the list of known hosts.
root@192.168.1.73's password:
Welcome to Ubuntu 22.04.3 LTS (GNU/Linux 6.2.0-35-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.comfesm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

*** System restart required ***
Last login: Sun Dec 3 21:11:37 2023 from 192.168.1.72
root@diego:~# exit
logout
Connection to 192.168.1.73 closed.
]
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Y hacemos lo mismo con los otros dos usuarios para comprobar que funciona
correctamente

:~$ ssh homer@192.168.1.73
homer@192.168.1.73's password:
Welcome to Ubuntu 22.04.3 LTS (GNU/Linux 6.2.0-35-generic x86_64)

* Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
https://ubuntu.com/esm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1lts. Check your Internet connection or proxy settings
**% System restart required ***

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

1§ exit

logout
Connection to 192.168.1.73 closed.

:~$ ssh peter@192.168.1.73
peter@192.168.1.73's password:
Welcome to Ubuntu 22.064.3 LTS U/Linux 6.2.0-35-generic x86_64)

Documentation: /help.ubuntu.com
* Management: /landscape.canonical.com
Support: fubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additienal future security updates.
https://ubuntu.com/esm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings
*** System restart required ***

The programs included with the Ubuntu system are free softwar
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.
1S exit
logout
Connection to 192.168.1.73 closed.
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7. Realiza las configuraciones pertinentes para que desde tu mdaquina cliente puedas
conectarte con los usuarios root, homer y peter al servidor ssh usando Unicamente
como control de acceso una

Empezamos creando las claves en la maquina cliente ya que estas las usaremos para
confirmar la conexidon con el servidor. Para que no nos requiera ningun tipo de
contrasefia para loguear no le pondremos contrasefia a las claves y la conexién la
autenticara el servidor.

: S ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/diego4/.sshfid rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in fhome/diego4/.ssh/id_rsa
Your public key has been saved in /home/diego4/.ssh/id rsa.pub
The key fingerprint is:
SHA256:KrzxQzcQfEpWVw/tCKWEKp5HA4y20j1gXzTHLAIZHGG diego4@diegocli
The key's randomart image is:
+---[RSA 3072]----+
|]o=o +0.. .0+0. |
| iE0.0#B+. ... .+.

|
| |
| |
| I
| |
I |
I |
I I
+

Copiamos las claves desde los usuarios del cliente al servidor poniendo el usuario que
se autentica y la ip del servidor. Esto lo hacemos con todos los usuarios

:-% ssh-copy-id root@192.168.1.73
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
root@l22.168.1.73's password:

Mumber of key(s) added: 1

Mow try logging into the machine, with: "ssh 'root@192.168.1.73"'"
and check to make sure that only the key(s) you wanted were added.

~5
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:~% ssh-copy-id homer@l92.168.1.73
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

homer@192.168.1.73's password:

Mumber of key(s) added: 1

Now try logging into the machine, with: "ssh 'homer@l9z2.168.1.73""
and check to make sure that only the key(s) you wanted were added.

A |

:-5 ssh-copy-id peter@l922.168.1.73
fusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
fusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
peter@l92.168.1.73's password:

Mumber of key(s) added: 1

Now try logging into the machine, with: "ssh 'peter@192.168.1.73'"
and check to make sure that only the key(s) you wanted were added.

=5

Probamos a conectarnos igual que antes pero ahora ya que nos registra por la clave no
nos pide ningun tipo de contrasefia con ninguno de los 3 usuarios.

:-% ssh root@l92.168.1.73
Welcome to Ubuntu 22.04.3 LTS (GNUfLinux 6.2.0-35-generic x86_64)

Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.comfadvantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.comfesm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your
Internet connection or proxy settings

*** System restart required ***
Last login: Sun Dec 3 21:13:44 2023 from 192.168.1.72
root@diego:~# exit
logout
Connection to 192.168.1.73 closed.
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:~$ ssh homer@192.168.1.73
Welcome to Ubuntu 22.84.3 LTS (GNU/Linux 6.2.0-35-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

**%* System restart required ***
Last legin: Sun Dec 3 21:14:31 2023 from 192.168.1.72
To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo_root" for details.
-5 exit

logout
Connection to 192.168.1.73 closed.
:s 1

:-$ ssh peter@i19z.168.1.73
Welcome to Ubuntu 22.04.3 LTS (GNU/Linux 6.2.0-35-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

32 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https:/fubuntu.com/esm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

*** gystem restart required ***
Last login: Sun Dec 3 21:15:48 20823 from 192.168.1.72
0§ exit
logout
Connection to 192.168.1.73 closed.
S

Para comprobar que se paso correctamente en la maquina servidor en el archivo
/home/diego304/.ssh/authorized_keys podremos ver que nos llego correcta mente la
clave autorizada desde diego@diegocli que es nuestro cliente.

H $ s
authorized keys 1id_rsa 1id_rsa.pub

S $ cat authorized_keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABGQCZRCFR58x]c2b2EeAYB3TpnEOT tM54pbJe0IZYOL tnUNWRCFNBLKZ40CLFsbXfcrUWjNBUbgEdWLuCVsxShu3XTOAhD Ls19P txtLQ7cezCzwhYXm3bF+/OVAXx JWHCOWLXKEIXTKRIINELGYywsqAGNoS /6CzZBA /qMPL ]

QKM@70maV4eGyBT533RzpThXpgT5D5aQKDXRHBDLGUMGE FQ66yLHR / 18Y1SnUVLBa/Zw7RLuf /FRXgskutdWB2sF3 jVcpIA2S /T712NObKUFa/SS0EVRVBBDBOM3 FbRS IS G30E9 IpFZIYbr LuW+S4MFHCTI1qTPPS /03qAGE fm6 t20LOMr 7 SECKG /918uU2NIUrW3KkPU9BN
QmPfWPVKIqLVQIR2dAP+BjecCmaWVfjEz/ TEUVGQrvcM58nT tPEdb4yH dm/hMACHZOSK B/ viIKvKAdu jk9b7MCCFUUFAS JRr6062TUVKVedkbn7q518AVK+4kELDaokhWvirvGH10d+DE= diegod@diegocli
3 S

8. ¢Qué método recomiendan como método de autenticacion en SSH? ¢Por qué?

Principalmente yo recomendaria el método de autenticacion por clave publica que ya
es mas seguro a la hora de transmitir informacién ademas de tener un login mas
ameno al no pedir contraseiia.

Esto lo puede llegar a ser un problema de seguridad ya que si consiguen la clave
podrian entrar pero igualmente recomendaria el método de claves ya que la
autenticacion por login el vulnerable a ataques por diccionario sobre todo usando el
usuario root que es conocido por la mayoria de usuarios.



